REPORTING A SCAM

Who to contact depends on where you live and what type of scam is
involved. | | |

Whether you’ve been scammed or targeted by a fraudster, you should always report it.
Canadian authorities may not always be-able to take action against scams, but there are ways
you can help. By reporting the scam, authorities may be able to warn other people and alert the
media to minimize the chances of the scam spreading further. You should also warn your
friends and family of any scams you come across. ' ' ‘

Here is some advice on where to report, depending on the type of scam:

Canadian Anti-Fraud Centre Competition Bureau

www.antifraudcentre.ca www.competitionbureau.gc.ca
1888 495 8501 1800 348 5358 ‘

Local scams.
Contact your local consumer affairs office

Your local consumer affairs office is the best resource for investigating scams that appear to
come from within your own province or territory. A list of provincial and territorial consumer
affairs offices can be found in the Canadian Consumer Handbook.

www.consumerhandbook.ca

Financial and investment scams

Contact Canadian Securities Administrators

Financial scams involve sales offers or promotions about financial products and services, such

~...as superannuation; managed funds, financial advice, insurance, or-credit-or deposit accounts. -

Investment scams involve share buying, foreign currency trading, offshore investments, Ponzi
schemes, or prime bank investment schemes.

You can report financial and investment scams to the Canadian Securities Administrators or
your local securities regulator.

www.securities-administrators.ca




Banking and credit card scams
Contact your bank or financial institution

In addition to reporting these scams to the Canadian Anti Fraud Centre, you should alert your
bank or financial institution about any suspicious correspondence that you receive regarding
your account. They can advnse you on what to do next.

When contacting your bank or financial institution, make sure to use the telephone number
found in the phone book, on your account statement or on the back of your card.

Spam emails and text messages
Contact the Spam Reporting Centre

“Many scams arrive by email and text message. Visit www.fightspam.gc.ca for mformatlon on. .
Canada’s anti spam legislation and how to report spam

Fraudulent, phishing or smishing messages requesting personal details can also be reported to
the bank, financial institution or other concerned organization. Again, be sure to use a phone
number or email address that is listed in an official reputable source, and not the one that
appears in the email.

Fraud, theft and other crimes
Contact the police

Many scams that may breach consumer protection laws (those enforced by the Competition
Bureau and other government and law enforcement agencies) may also breach the fraud
provisions of the Criminal Code.

If you are the victim of fraud—meaning you have suffered a loss because of someone’s

dishonesty or deception—consider contacting your local police, especially if the amount

involved is significant. You should definitely contact the police if your property has been stolen
.or you've been threatened or-assaulted by.a scammer.. ... .

Social Media Help

If you have any questions please reach out to us as will do our best to walk you through.
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Identity theft

Contact the police

Identity theft refers to the acqwsmon and collectlon of someone else’s personal mformatlon for
criminal purposes. : ‘

If you suspect or know that you are a V|ct|m of |dent|ty theft or fraud or |f you unwittingly
provided personal or financial information, you should:- '

*Contact your local pollce force and flle a report
*Contact your bank or fmanual mstntutron and credit card company
*Contact the two national credit bureaus and place a fraud alert on your credit reports.

*Always report identity theft and fraud. Contact'the Canadian Anti-Fraud Centre

Additional organiiatibns to contact depending on the situation:
*Your provincial Better Business Bureau

*Canada Revenue’Agency%Charities Inquiries-Line

Www.cra-arc.gc.ca 1 800 267 2384

*Credit bureaus can put a fraud alert on your account, which will alert lenders and creditors of potential
fraud:

Equifax Canadal-800-465-7166

TransUnion Canadal-866-525-0262

The Little Black Book of Scams is available online at www.competitionbureau.gc.ca
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Any Questions please contact us” '
" Jo Anne 250-770-5688 joanne.ruppenthal@rcmp-grec.ge.ca |
Shelley 250-770-5684 = shelley.hall@rcmp-grc.ge.ca



Reporting Your Information

° Examples of Emergency and Non- Emergency Calls for Police:
e Emergency Calls to 911 for Police:
e Animmediate threat to person or property
e A substantive in-progresS crime |
e A serious crime has just occurred
e A suspicious circumstance that may indicate an immediate
criminal act
e Non-Emergency Calls for Police:
e A crime with no suspect _
e A non-emergency crime, where the suspect is not on the scene
e Reporting a serious crime after a lengthy delay
e Non-emergency incidents in progress
e Ongoing crime, not in-progress
e Suspicious circumstances that may indicate an on-going criminal
activity

You can also report non-emergency calls online at http://report.rcmp.ca

~ When to call By-Laws and/or Community Safety Officers:
Examples: nuisance homeless people, drug activity

e Penticton BYLaws: Monday to Friday 9am-4pm 250-490-2440
e Bylaw Enforcement and Community Safety Officers
_Every day f,r,omv6amc‘to 6:30pm___ '
e After hours: 250-809-4367 “

If you would like to remain anonymous for non-emergency calls, contact Crime Stoppers at 1-
800-222-8477 (TIPS) OR you can report online at www.sostips.ca

When in doubt, call your “person” that will help you figure it out



RED FLAGS: THINGS TO WATCH FOR

Learn to recognize the signs that something is amiss.

Wire transfer. Many scams involve a request to wire money electronically using a money
transfer service, like MoneyGram and Western Union, or using cryptocurrency, such as Bitcoin.
Remember that sending a transfer through these services is like sending cash—once the
amount is picked up, it’s almost impossible to get your money back.

Overpayment. When you're selling something—especially online—be wary of how you get
paid. A fraudster may send you a counterfeit cashier’s, personal or corporate cheque in an
amount in excess of what they owe. You'll be asked to deposit the cheque and wire the excess
funds immediately back to them. Once your bank realizes the cheque is a fake, you’ll be on the
hook for the money withdrawn.

Spelling mistakes. Be skeptical of emails, messages or websites that contain misspelled
common words; grammar errors that make it difficult to read or expressions that are used

- incorrectly. Email and web addresses should also be examined closely to see if there are subtle
mistakes or differences.

Personal information request. Fraudsters may ask potential victims to provide more personal
or financial information than is required for the transaction or discussion. Be suspicious if
someone asks for copies of your passport, driver’s licence and social insurance number, or birth
date, especially if you don’t know the requestor.

Unsolicited calls. You might get a call from someone claiming that you have a virus on your
computer, you owe taxes or there has been fraudulent activity in your bank accounts. Know
that legitimate organizations will not call you directly. Hang up and call the organization
yourself using the number from a trustworthy source, such as the phone book, their website, or
even invoices and account statements.

Unsolicited friend requests on social media. Don’t accept friend requests from people you
don’t know until you review their profile or ask your real-life friends if they know them. Does
their profile look fairly empty or have posts that are very generic? Do they seem to be
promising more than friendship? These are some red flags that point to a scam. Delete that
request and block future ones.

Astounding mail offers. You received a game card in the mail. It guarantees you will or have
already won. Prizes might range from cars to trips. If you have not entered a contest, throw
that card away. It’s probably a scam!

It’s just too good to be true. Everybody loves a great deal. But shocking offers, unbelievable
discounts and unreal rates may sighal that the offer isn’t quite what it seems. Cheap prices
usually equal cheap products, or counterfeit goods. Free offers may require providing your
credit card for shipping. Small tactics like these can lead to big profits for scammers.



